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Disclaimer:

The information provided in this presentation does not represent the opinions of Mount
Sinai medical center. This material, views and opinions expressed in this presentation
are solely those of the presenter(s) for general information purposes only.



Introduction

A Thought leaderCertified Information Systems Security Professional (CISSP) with over 30 years of experience
in healthcare, banking and financial services, hospitality, entertainment, and the government sector.

A Expertise in cybersecurity, information assurance, privacy, regulatory compliance, and risk management.

A Serves in the Board of Directorslafragard(FBI publigprivate information sharing group) and the South
Florida CISO Council.

A Professional Experience:
A CISO at Mount Sinai Medicénter
A VP Information Security aflercantil Bank
A Sr. Manager Security and Compliance / CISO at Universal Studios Florida
A 1SS0 at Harris CorporatieaupportingFAA and Census Bureau
A CSO aNASA’s Kennedy Space Center

A Education
A Executive Doctorate of BA in Information Securi§TU (Class of 2019)

A MS Information SecurityNSU
A BS Information StudiesFSU

A Keynote speaker in local, national and international forums. Featured on ESPafQ).

A Adjunct faculty at Florida International University and St. Thomas University.
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Overview
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The Pillars of Blockchain

The Three Pillars of Blockchain Technology

The three main properties of the Blockchain Technology
which has helped it gain widespread acclaim are as follows:

In the context of the blockchain, means that once something has

A Immutability been entered into the blockchain, it cannot be tampered with.

A Decentralization Storing data across peer-to-peer networks. Once verified, the informatio
Is copied to every node.

A Transparency Trusted third-party - there is absolute transparency as every node
has a copy of the ledger.

What 1s needed 15 an electronic payment system based on cryptographic proof mstead of trust,
allowng any two willing parties to transact durectly with each other without the need for a trusted
third party. Transactions that are computationally mpractical to reverse would protect sellers
from fraud, and routme escrow mcchamsms could e‘lSll\ be mlplemented to protect bums In
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What is Blockchain?




What is Blockchain?

A blockchains a digital ledger,a growinglist of records,
in which all transactionsare recorded chronologically
andopenly

A blockchainis a decentralized,distributed database
that is usedto maintain a continuouslygrowing list of
records,calledblocks ==os O
Each block contains a timestamp and a link to a & .

previousblock

In its simplestform, a distributed ledgeris a database
held and updated independently by each participant
(or node)in alargenetwork.

Oncethere is this consensusthe distributed ledgerhas
been updated, and all nodes maintain their own
identicalcopyof the ledger

Thisarchitectureallowsfor a new set of applicationsas
a systemof record that goes beyond being a simple
database




What’s A Block?

Data

s
Digital Fingerprint
e2¢521bc53bb5db4fc0aa497da2babd4c8444db3

\’ HASH of previous Block



What’s A Cryptographic HASH?

A oCryptographic Hasho I s
i
A Unique Signature g
Input Hash Function HASH Value
Passphrase DFCD3454 BBEA788A

“Password1234”

Cryptographic Key

751A696C 24D97009
CA992D17




What’s in the Block?

Version (identifies the format of Blocks)

HASH of previous Block

HASH of the root of transaction (data structure)
Timestamp

Bits (data, i.e. transaction)
Block HASH Validation (True)
New HASH

Link
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What is Blockchain?

Genesis

Block 2 Block 3 Block 4
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Tempering with the Blockchain

Block 1 Block 2 Block 3 Block 4
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Proof-of-Work Mechanism

Operations are validated by ACrypto Minerso
Block 1 Block 2 Block 3 Block 4
D
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Distributed Networks

No Centralized Management Entity
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Crypto Mining

o o

Cryptocurrency mining includes two functions, namely: adding transactions to the blockchain
also releasing new currency. Individual blocks added by minersfsimuldbtbavitain a proof

Mining needs a computer and a special program, which helps miners compete with their peer
mathematical problems. This would need huge computer resources.

In regular intervals, miners would attempt to solve a block having the transaction data using c

In the case of gold mining, electricity is just one of many resources in a process which has a |
in nonrenewable resources being used such as coal and oil which have far reaching environn
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What is Digital Wallet?

AA “Crypto Wallet” i s pablic a
and private keysvhich can be used to receive or spend
acryptocurrency.

A Digital or crypto wallets can be desktop application, a
mobile app, hardware tokens.
A Most commercially available crypto wallets are:
i Bread wallet (Mobile Bitcoin Digital)
I Mycelium (Mobile Multiple Crypto Currencies)
I Ledger Nanos (Hardware Token)
I JaxqDesktop Wallet- Good to manage Digital Assets)
i Coin Payments (Online Wallet®ver 1200 Crypto Currencies)
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Roadmap and Applications

A Blockchain Technology “Will Affec

A Applications of “Blockchain” go
I Personal Identification
I Legal Contracts Signatures
I Healthcare
I Supply Chain
I CrossBorder Payments
I Internet-of-Things (loT)
I Music and Video Industries

I Government (Digital Personal Identitiessovernment IDs,
Passports, Birth, Wedding, and Death Certificates



Challenges

Regulatory and legal acceptance: Blockchains have no legal framework. There is no
single ownership, so a legal framework on territoriality for issues like jurisdiction anc
the applicable law needs to be there. This is important as each network node may |
in a different geography with a different legal law or enforcement.

Central administrator for blockchains: Today there is no central administration or
administrating body responsible for the distributed ledger. This may lead to a
concern that there is no person, party, group, or organization eventually responsible
for the functioning of distributed ledgers and the information contained within.

Validity of the information stored: There is a need for a legal deed declaration of
ownership of the existence of an asset on the node or of the information with a
genuine backing of the proof of ownership or existence of the said asset.

Standardization: Standards are required to facilitate the interoperability between
blockchains. This will also enable security and compliance for enterprises to interac
and share solutions and transactions.



Blockchain in Healthcare

A Healthcaredatais distributed and highlyfragmented
AP e o p Idensties and personal Information is spread across diverse
ecosystems
I HealthcareProviders
I Hospitals
I InsuranceCompanies
I HealthcareSystems
i BilingCompanies

A Blockchainin healthcarecan addressa variety of problems,suchas care
coordination,datasecurity,andinteroperabilityissues

A Significantchallengesexist to blockchainadoption in healthcare,suchas
technicalchallengesand questionof ownership



Blockchain in Healthcare

Doctor Health
Blockchain
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Concerns

Blockchain may address a threat that is rapidly approaching: integrity-based
attacks. In these attacks, malicious insiders or external actors modify data -- such
as by adding or removing drug allergy information -- in such a way that is not
trackable, leading to major patient safety and institutional trust concerns.

A Challenges with Blockchain include:

I Fundamentablockchainrelated changesto how we store health
data may, in the future, addresssome of these challenges but
that is still quite a waysoff.

I The problems that cybersecurity has within the realm of
blockchainand cryptocurrenciesare two-fold. One is with the
effectivenessof third-party usersin providing this samelevel of
securityovertheir products

I Recent events have shown that while the number of <
cryptocurrencywallets and exchangesis increasingover time. W
Thelevel of securitythey provide is wanting when becauseover
the years, millions of dollarsin different cryptocurrencieshave

beenstolen

I In a singleledger model, anyonewho treats patients becomesa
new and dangerousthreat vector from a privacy and security
standpoint Everyonehasthe keysto the kingdom



Open Source Blockchain

Hyperledger is a multi-project open source
collaborative effort hosted by The Linux Foundation,
created to advance cross-industry blockchain
technologies.

HYPERLEDGER

Eris - A dependable on the Blockchain or any smart
contract technology that you use. A government can

use these smart contracts to do business with Eris
automatically. ' Blockchain Council

OpenChain - An open source distributed ledger

technology which stands alone. It is mainly suited for

companies which are interested in managing their

digital assets in a robust and flexible manner.

IBM Blockchain Platform Targets Banks and Financial -

Institutions.

IBM also published a fully interoperable Blockchain e
platform for Hyperledger HYPERLEDGER



Summary

A Blockchain is a simple concept to understand.

A Blockchain presents opportunities which can be applied in
many industries.

A Challenges with legal issues, platform standardization and
digital identities.

A Blockchain Cybersecurity issues are still not fully explored and
many solutions that are being deployed may pose privacy and
security concerns.




Research
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Questions?




